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opens an infected 
email attachement

visits an infected site

plugs in an infected 
USB drive

1
Infection

 2
Connection

The communication is encrypted 
to ensure stealth and protection 
against interception

The infected computers communicate with a 
Command-and-Control (C&C) server and connect to it, 

awaiting instructions

C&C server
BOTNET

BOTNET is a combination of the words “robot”and “network”

The botnet’s 
controller

Bo
tm

aster or Botherder

A computer is usally 
infected when the user

The computers are infected with malicious software

Infected computers connect to a Command-and-Control (C&C) server

Bo
tm

aster    or Botherder

The criminal controlling 
the botnet can now give 
instructions and utilise 

your computer as a 
resource for criminal 

activities 

Can be from a 
few hundred to 

millions of 
infected devices

3
Symptoms
Common signs of a malware infection 

4
Uses

Botmasters often  rent out botnets to other cybercriminals who use 
them to perform different types of cyber attacks

Bot or “zombie” device 
can be a PC, Mac, tablet  
or even a smartphone

Pop-up advertisements 
on the screen

Changed computer 
settings that the user 
cannot switch back

Additional applications 
installed on the computer

The computer becomes 
slow in executing tasks

The antivirus is 
unexpectedly disabled

Unexpected crashes

Botnets are created for 
financial gain or to use 

their destructive 
capacity

Distributed 
denial-of-service 

(DDoS) attack

Brute force 
attacks

Spamming

Exfiltration 
of data

Anonymity

Adware and 
scareware

Click 
fraud

Botnet 
expansion

Manipulating 
polls

Mining virtual 
currencies

An attempt to make a 
machine or network 
connected to the Internet 
unavailable to its users

The botnet is used to 
send massive amounts 
of unsolicited emails

Each infected computer 
systematically checks all 
possible keys or passwords 
until the correct one is found 
on a targeted machine 

The infected computers 
are harvested for data 
related to the owners 
such as bank or 
payment data, login 
credentials, personal 
data etc. 

Used as a proxy network to hide 
the real IP address or hide the 
location of the C&C server

To convince the owner of the 
infected computer to buy a 
specific product 

The infected computer 
sends traffic containing 
fake advertisement 
“clicks”

To expand the network of bots 
by installing on each of them a 
“worm” - a computer malware 
that replicates itself so that it 
can infect other computers

Each infected 
computer counts as a 
unique vote in case of 
different online polls

The computational power of each 
computer is used to create (or 
mine) virtual currencies such as 
Bitcoin

Ransomware

A type of malware that restricts access 
to the device it infects, and demands a 
ransom is paid to the creator(s) of the 

malware for the restriction to be 
removed.
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